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Biometrics

automated and digital measuring of a person's

physiological or behavioral
traits, and storing aspects of those traits to |dent|fy
or Ve rlfy his or her identity




Verification and Authentication

Verification
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% @ Sensor

Wy name 1z Personl. Dose my
kometric data match with my
template in the data base?
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Mame TTzer name | Biometrics
Fersanl | Al a010010110

Person 2 | AZ 1101001100

Person3 | A3 1011100010
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Person 1 data frotm the
sensor 15 compared with
his or her template in the

data basze.




Verification and Authentication

Identification
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This 15 my biometric data. s
there any template matches this

data?
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Mame TTeer Biometrics |
naine

Person1 | Al 0010010110 Match! Mo

Person 2 | A2 1101001100 Match

Person 3 | A3 1011100010
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The biometric data from
the sensor 15 compated
with multiple templates to

see if there 17 a match
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Biometrics Types




Advantages and Disadvantages

remarkable method for a secure and reliable authentication

universal
unique

permanent

a false match or a false non-match
spoofed
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Biometric
sensor

Network Security

Enrolment
Template iz generated
through vendor algorithm
T Enrolment template stored in
Authentication smartcard or database
¥
Biometric censor scan
fingerprint generating
biometric data
L 4
Generated data and
¥ » | ternplate are compared
Eesult: a match
score 15 generated.
¥ Score
seore fails to
meets idets
threshold threshold
Accepted Reiecth
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Network Security

Second dedicated
machine
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The Internet
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Recommendations

It is recommended that corporations should CO m bl n e

common network security technologies with biometrics, which will
increase the growth and popularity of

blended network Security metnods

In the future. Nevertheless, the

prlvaCy and health Issues surrounding

biometrics technologies must be considered in implementing any
biometric security system







